HNucrpykuust 0 nopsiike odecrneyeHHus KOHdJHIleHuHaJIbHOC:I"H npH
uHpopmanueii, coaep:xamleii nepcoHaJbHble JaHHbIE

1. Obmue monoxkeHust
1.1. HHcrpykuuss o mnopsiake ofecneueHHs KOH(GHASHUHANBHOCTH MpH OOpalleHHH C
undopmareld, cojepxaiiel nepcoHaabHbe aaHHble (nanee — MWHCTpykuus), sBiseTcs
00s13aTeNBbHOM 1715 BeeX CTPYKTYpHbIX nojapasaenenuit MBOY «COILL Ne 4y (manee — OO).
1.2. Tlox nepcoHaIBHBIMH JaHHBIMH [OHMMaeTcs mobas uHpOpMalMs, OTHOCSLIAsICA K
OIpe/IeIEeHHOMY HJIM OIpeesieMOMYy Ha OCHOBaHMHU Takod MH(poOpManuH (H3HYECKOMY JIHILY
(cyOBeKTY MepCOHAIBHBIX JAHHBIX), B T. 4. ero (GpaMuIus, UMs, OTYECTBO, IOJ, MeCsl, AaTa U
MECTO POXKIEHHS, aIpec, CEMeHHoe, COIMAIBPHOEe H UMYLIECTBEHHOE MOJI0KEeHHe, 00pa3oBaHHE,
npodeccus, T0XOIbI H 1.
1.3. OGecneueHne KOHGUICHUHAIBHOCTH IEPCOHAIBHBIX JaHHBIX HE TpeOyercs B clydae
00€3HYHBAHUSA [E€PCOHANBHBIX JaHHBIX, @ TaKke€ B OTHOIUEHHHM OOLIENOCTYIHEIX
MEPCOHATBHBIX J@HHBIX. B 00uienocTynHble HCTOYHHKH II€PCOHANBHBIX JAHHEIX (B T. 4.
CNIPaBOYHHMKH, aJpecHble KHHUTH) B LeNsX MHGOPMAIHOHHOIO oOecneyeHHs ¢ MHUCBMEHHOTrO
coryacusl cyObeKTa MePCOHANBHBIX JaHHBIX MOTYT BKIIOYATHCSA €ro (paMuius, UMs, OTYECTBO,
roJl ¥ MECTO POXKIICHHSI, aAPEC U APYTHE CBEICHHUA.
1.4. KouduaeHIHATBHOCTh IEPCOHATBHBIX JAHHBIX MIPelycCMaTpUBaeT 0043aTe/IbHOE MOTyYeH e
cornacus CyObeKTa MEPCOHANBHBIX TaHHBIX (HAJTHYHE HHONO 3aKOHHOTO OCHOBaHMA) HA HX
obpabotky. Coryacue He TpeOyeTcs Ha 00paboTKy JaHHBIX:
He0OXOIMMEIX IS JOCTABKH MMOYTOBBIX OTNPABIeHHIH OpraHu3alisIMH IOYTOBOH CBA3H;
BKJIIOYAIOLIMX B ce0s TONBKO (haMUNIHIO, UMS B OTHECTBO CYOBEKTA,
JIaHHEIX, paboTa ¢ KOTOPEIMH MPOBOIMTCS B LIEJIAX HCIIOJIHEHHs oOpalleHus (3ampoca) cyonexTa
[EPCOHABHBIX JIAHHBIX, TPYJOBOTO HJIM HMHOIO J0OroBOpa ¢ HHUM, OJHOKPaTHOIrO MpOIMycKa B
3[JAHHE UK B HHBIX AHATOIMYHBIX LEJISX;
00paboTKa KOTOPBIX OCYILECTBIsAeTCS Oe3 CPeICTB aBTOMATH3ALHH.
1.5. Tlopsinok BeAeHUs MepeuHeil NepcOHATBHLIX JaHHBIX B CTPYKTYPHBIX noapasjenenuax OO
YTBEPKAAETCS JOKAIbHBIM akTtoM. OcyinecTBisTs 00paboTKy W XpaHeHHe KOH(HIEHIIHATBHEIX
JAHHBIX, HE BHECEHHBIX B MIEPEYEHbD, 3alPELIaeTCs.
1.6. Bce paGOTHHKH, MOCTOSIHHO paboTarolue B MOMEIIEHHAX, B KOTOPBIX BejleTcs 0OpaboTka
MEPCOHANIBHBIX JAHHBIX, TO/DKHBI HMETh JOMYyCK (pa3pelleHHe) K paboTe ¢ COOTBETCTBYHOLIUMH
BHJIaMH [TEPCOHAIBHBIX JIaHHBIX.
1.7. PaboTHuKaMm, OCYLIECTBISIOMMM 00paboTKy NEpPCOHANBHBIX MaHHBIX, 3alpelaeTcs
coo0IaTh X YCTHO HJIM MHCBMEHHO KOMY ObI TO HH OBLIO, €CIIH 3TO HE BEI3BAHO CIIy:KeOHOM
HEOOXOIMMOCTBIO, 8 TAK)KE OCTABJIATH MaTEepUalbHBIE HOCHUTENIN C NMEPCOHANLHBIMH TaHHBIMH
0e3 npucMoTpa B He3zaneproM nomeuieHud. [locne MOArOTOBKM M IEpedayd IOKYMEHTa B
COOTBETCTBMM C pe30Jiouuei Qaiinpl 4YEepHOBMKOB M BapHaHTOB [JOKyMEHTa JOJDKHBI
MIEPEHOCHTHECA  IOATOTOBMBIIMM ~ MX  paDOTHHKOM  Ha  MapKUpPOBAHHBIE  HOCHTEJIH,
npenHa3HaYeHHbIe U XpaHeHHs TepPCOHANBHBIX 1aHHbIX. be3 cornacoBaHus ¢ pyKOBOAUTEIEM
CTPYKTYPHOTO Mojpas/eseHnst JOopMHUPOBaHHE W XpaHeHHe 6a3 MaHHBIX (KapToTek, (aiIoBbIX
apXHBOB H JIp.), COIEPIKAIIMX KOH(PHUICHIIMAIbHBIE JaHHBIE, 3aIIPELIAETCH.
1.8. Ilepenaya mnepcoHaNBHBIX MAHHBIX JOIYCKAeTCd TOJBKO B Cly4dasX, YCTaHOBJICHHBIX
denepanbHbiMA  3akoHaMu ot 27.07.2006 Ne 152-@3 "O mnepcoHalbHBIX MNaHHBIX" M OT
02.05.2006 Ne 59-®3 "O nopsiike paccMoTpeHust oOpamieHuii rpaxnan Poccuiickoi
Denepanyu”, AeHCTBYIONIMMH HHCTPYKLUHSAMH IO paboTe CO CHyXeOHBIMH JIOKYMEHTAMH H
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oOpameHUsIMH TpaxaaH, a Takke 10 MUCEMEHHOMY MOPYYEHMIO (PE30JIIOLMH) BBILIECTOSLIMX
JOJKHOCTHBIX JIHIL.
1.9. 3anpermaercs rnepejaya [epcOHAILHBIX JAHHBIX 10 Telae(oHy, hakcy, 3MeKTPOHHOH mouTe
32 HCKJIIOYEHHEM CJIyyaeB, YCTAHOBIIGHHBIX 3aKoHoAaTeabCcTBOM PO u aeHcTBYIOIIMMH
HHCTPYKLHSIMH 110 paboTe co ciryeOHbIMH JOKyMEHTaMH M o0pamieHusIMu rpaxaad. OTBeTsl Ha
3aIpOCHl IPayKIaH M OpraHM3alui JaloTcsi B TOM 00beMe, KOTOPBIH MO3BOJIAET HE pasriiallarsb
KOH(QHIEHIHAbHBIE [aHHbIE, 3a MCKIIOUCHHEM [aHHBIX, COAEpKAIUMXCA B Marepuanax
3agBUTENIS HIIH OMyOJIMKOBaHHBIX B OOLIEIOCTYITHBIX HCTOYHHKAX.
1.10. OTBETCTBEHHOCTH 3a 3aIIUTY 00pabaThlBaeMbIX MEPCOHAIBHBIX JAHHBIX BO3JIaraeTcs Ha
paboTuukoB moxpazaeneHuii OO, OCYLIECTBISIONMX Takylo 00pabOTKy Mo JOroBopy ¢
OIepaTopoM, a TakKe Ha HHble JIMIA, OCYLIECTBISAIOMHKE 00paboTKy WIM XpaHeHHe
koHbHuAeHIHa bHBIX JaHHbIX B OO. JlMna, BMHOBHBIE B HapyIIEHHH HOPM, PETYIHPYIOLINX
00paboTKy ¥  XpaHeHHe KOHOWUIECHUHMANIBHBIX  JaHHBIX, HECYT  JIHCIMIUIMHAPHYIO,
aIMHHHCTPATHBHYIO H YTOJIOBHYK) OTBETCTBEHHOCTH B COOTBETCTBHH C 3aKOHOAATEIBLCTBOM U
BE/IOMCTBEHHBIMH HOPMaTHBHBIMH aKTaMH.

2. ITopsinok obecnieyerHust Ge30nMacHOCTH NpH 06padoTKe H XPAHEHHH MEPCOHAILHBIX

JAHHBIX, OCYINECTBJIsIeMbIX 0€3 HCM0/Ib30BAHHA CPEACTB aBTOMATH3aUHH

2.1. O6GpaboTKa NepCOHATBHBIX HAaHHBIX, OCYIIECTBIsieMas 0€3 HCIOb30BaHMs CPE/ICTB
ABTOMATH3allMM, JOJDKHA OBITh OpraHH30BaHA TAKUM 00pa3oM, YTOOBI B OTHOLIEHHH KaXKIOH
KATErOpHH MEPCOHANBHBIX JAAHHBIX MOMKHO OBLIO ONpPENEIUTh MECTa XPaHEHUS MaTepHAIbHBIX
HOCHTEJIeH [epCOHATBHBIX JAHHBIX H YCTAHOBUTH NIEPeyeHb NI, OCYIIECTBIIAIOMMX 00paboTKy.
2.2. Tlpu XpaHEHMH MaTepHATBHBIX HOCHTeNell HeoOXomumo  coOmoAaTh  yCIIOBHS,
ofecrneyuBaroLye COXPaHHOCTh NIepCOHANIBHBIX JaHHBIX U HCKJIIOYAOIIHeE
HECAHKIIMOHWPOBAHHBIH D0CTYNn K HUM. Jlnma, ocymecTBisiomue oOpaboTKy NepCOHATBHBIX
JIAHHBIX Oe3 MCIIONB30BAHHS CPEICTB ABTOMATH3AIMH, NODKHBI OBITH MPOMH(GOPMHPOBAHEL O
(baxTe 0OpabOTKM MMM NEPCOHANLHBIX JaHHBIX, KaTeropusax oOpadaThiBaeMbIX IEPCOHAIBHBIX
JIAaHHBIX, @ TaKkKe 00 0COOEHHOCTSAX M MPABHJIAX BBINOJIHEHHS Takoi 06paboTKH.
2.3. HeoOxomuMo obecneunBaTth pasjie/ibHOe XpaHeHHe epPCOHANbHEIX NaHHbBIX (MaTepHaabHbIX
HOCHTesIel), o6paboTKa KOTOPBIX OCYLIECTBIAETCS B pasMHyHBIX uenax. Ilpn Qukcanuu
TIEpCOHANBHBIX JaHHBIX HA MaTePHaIbHBIX HOCHTEISX HE IOMYCKAETCs Ha OTHOM MATEPHAIIBHOM
HOCHTENE pa3MellaTh [epPCOHAIbHBIE NaHHBIE, LeIH O00pabOTKH KOTOPBIX 3aBEJOMO HE
coBMecTUMBL. [ 0OpaGOTKH MEepCOHANbHBIX JAHHBIX KaKIOH KaTerOpuH  JOJDKEH
HCIT0JIb30BATHCS OTENBbHBIH MaTepHAIbHBIA HOCHTEb.
2.4. TIp¥ HECOBMECTHMOCTH LieJiell 00paboTKH MepCOHANBHBIX 1aHHBIX, 3a(UKCHPOBAHHBIX HA
OJIHOM MAaTePHAILHOM HOCHTENE, 1 HEBO3MOKHOCTH 00pabOTKH OJHHX NMEPCOHANBHBIX NaHHBIX
OTZEJIBHO OT JIPYTHX, 3a(QMKCHPOBAHHBIX HA TOM K€ HOCHTEJIE, JOJDKHBL ObITh IIPHHATE! MEPHI 110
obecneyeH o pa3aenbHoi 06paboTKH NMepCOHANBHBIX TaHHBIX, HCKITIOUAIOUINE OJHOBPEMEHHOE
KONMPOBAaHHE WHBIX [EPCOHANBHBIX JIAHHBIX, HE TMOUIKAIIMX pPacHpOCTPAHECHHIO H
HCIIOJIE30BaHHIO.
2.5. YHHUTOXeHHe WK 00e3NTHUMBAHHE BCEX WM YACTH NEPCOHATBHBIX JaHHBIX (€CITH 3TO
JIOTyCKAaeTCsl ~ MATEPHAIbHBIM ~ HOCHTENEM) TPOM3BOAMTCA  CIOCOOOM,  HCKITHOHAIOMIUM
nanpHelmy0 00paboTKy 9STHX II€PCOHANBHBIX JIQHHBIX C COXPAHEHHEM BO3MOKHOCTH
06paGOTKH MHBIX JAHHBIX, 3aQUKCHPOBAHHBIX Ha MaTepHanbHOM HocuTele (yIaneHue,
BHIMApBIBAHUE). YTOYHEHME MEPCOHAIBHBIX JAHHBIX MPOM3BOMAMTCS MyTeM OOHOBICHHS WM
M3MEHEHHs JAHHBIX Ha MATEPUAIBHOM HOCHTENE, a €CIH 3TO HE JOIYCKAaeTCid TEXHMYECKMMH
0COOEHHOCTSIMH MAaTepUAILHOrO HOCHTENs, — MyTeM (HKCAllMd HAa TOM )K€ MaTepHalbHOM
HOCHTEeJIE CBEJCHHIl O BHOCHMBIX B HHMX HM3MEHEHMSX, JTHOO IYTeM H3rOTOBIEHHS HOBOI'O
MaTEPHATIBHOTO HOCHTENISI ¢ YTOUHEHHBIMH MEPCOHAIBHBIMHU JIAHHBIMH.



3. [Topsaok odecnedeHust He30mMacHOCTH Npu o0pabdoTKe H XPAHEHUH MEPCOHAIbHbBIX
JAHHBIX, 0CYIIECTBJISIEMBIX € HCIOJIB30BAHHEM CPEICTB ABTOMATH3AIMH

3.1. Be3onacHOCTh IEPCOHAIBHBIX AaHHBIX NPU MX 00paboTke B HH(GOPMALHOHHBIX CHCTEMAX,
XpaHEeHHH U MepechbUIKe 00eceunBaeTCs ¢ MOMOLIBIO CHCTEMBI 3aIUTEI IIEPCOHATIBHBIX NaHHBIX,
BKJTIOUYAIOIIEH CIENHaIbHBIE CPEICTBA 3alMThl MH(OPMALMH, & TaKKe HCIOJIB3YEMbIE B
HH(OPMAIHOHHOM cHCTeME HH(POPMALIMOHHBIE TEXHOJIOIHH.
3.2. Jlonyck nui K 00paOOTKe NEepCOHANbHBIX JaHHbIX B HH()OPMAIMOHHEIX CHCTEMax
OCYILECTBIISIETCS HA OCHOBAHHM COOTBETCTBYIOIIMX DPa3pEIIHTENbHBIX NOKYMEHTOB H KIIIOYEH
(mapouteif) goctyna.
3.3. PaGoTa ¢ MH(GOPMAIHOHHBIMH CHCTEMaMH JO/DKHA OBITH OpPraHH30BaHa TaKUM 00pasoM,
4yTo0OBl 00ECNEYHTh COXPAaHHOCTH HOCHTENEH MEepPCOHAIBHBIX MaHHBIX M CPEJICTB 3allHTHI
uHpOpPMALMK, a TaKKe HCKIOYHTh BO3MOXKHOCT HEKOHTPOIMPYEMOro mpeOhIBaHHs B
IIOMELIEHUSIX, IJIe OHHU HaXOJATCS, IOCTOPOHHHUX JIMLL
3.4. KommpioTepsl W (WiM) DIEKTPOHHbIE ManK{, B KOTOPBIX cojepxarcs ¢ainb ¢
MEPCOHATBHBIMH  JIAHHBIMH, UL K&KIOTO IIOJb30BaTeNs JO/DKHBI OBITh  3aIlHINICHBI
MHIHBHIyalbHBIMH I1aPOJISIMH JIOCTYIIA, COCTOSIIMMHE H3 IIeCTH 1 OoJiee CHMBOJIOB.
3.5. PaboTa Ha KOMIIBIOTEPAX C MEPCOHANBHBIMU NaHHBIMH 0€3 Mapolieil HOoCTyma WM IMoJ
YyKUMH WIH 0OUmMMH (OJMHAKOBBIMH) MAPOJISMH, @ TAKKe IEPEChUIKA MePCOHANBHBIX JaHHBIX
6e3 MCIIONL30BAHMS CIIELHATBHBIX CPEICTB 3alIUTHI 110 OOLIEJOCTYIHEIM CETSM CBA3H, B T. Y.
cetn MlHTEpHET, 3anpeInaeTcs.
3.6. Tlpu 06paboTKe MEepCOHANBHBIX AaHHBIX B HHOOPMALMOHHEIX CHCTEMax I0Jb30BATEIAMH
IODKHO OBITH 0OecnedeHo:
- HCTONB30BaHHUE TpeJHA3HAYEHHBIX U1 9TOTO Pas3eNoB (KaTaloroB) HocuTenel nHdopmanuy,
BCTPOEHHBIX B TEXHHYECKHE CPE/ICTBA, HIIH ChEMHBIX MAPKHPOBAaHHBIX HOCHTEIIEH;
- HeonylleHHe (HU3MYECKOr0 BO3IEHCTBHs HA TEXHMYECKHE CPENCTBa aBTOMATH3MPOBAHHOM
00pabOTKH NEPCOHANBHBIX NAHHBIX, B pe3yjbTaTe KOTOPOrO MOXKET ObITh HApyLIEHO HX
(bYHKIHOHUPOBAHHE;
- MOCTOSHHOE HCIOJIB30BAHHE AHTHBUPYCHOrO obecreuyeHHs Ui OOHApY)KEHHs 3apaKeHHBIX
daiioB M He3aMeNTMTENbHOE BOCCTAHOBJICHHE NEPCOHATBHBIX JAHHBIX, MOIH(HINPOBAHHBIX
WM YHHYTOXKEHHBIX BCIECTBHE HECAHKIMOHUPOBAHHOTO JIOCTYIIA K HUM;
- HEJOMyIIEHHEe HECAHKIIHOHUPOBAHHOTO BHIHOCA U3 IIOMELIEHWH, YCTAaHOBKH M MOKIIOYECHHS
06GOpyI0BaHHS, a TAKXKe yIATeHHs, HHCTAUISLMH WIM HACTPOHKH MPOrPaMMHOI0O 00eCTIeueHHs!.
3.7. Tlpu 06paboTKe NMEPCOHAIBHBIX JAHHBIX B HH(POPMALMOHHEIX CHCTEMax PaspabOTYHKH H
aJIMHHUCTPATOPHI CHCTEM J0JIKHBI 00€CTIeunBaTh:
- o0ydyeHue JHI, MCIOJB3YIOLIMX CPEJCTBA 3alUMThl HMH(pOpMAlUWH, NPHMEHJAEMBIC B
HH(POPMAMOHHEIX CHCTEMaX, ITpaBHiaM paboTEl ¢ HUMH;
- y4eT JIHII, JOMYIIEHHBIX K paboTe ¢ MepCOHAIbHBIME JaHHBIME B HH(POPMALMOHHBIX CHCTEMAX,
paB U NapoJieit 10CTyna;
- yYeT NPHMEHSEMBIX CPEICTB 3alIUThl MHGOPMALHMH, SKCIUIYaTAlIHOHHOH H TEXHHYECKOH
JIOKYMEHTALUU K HHM;
- KOHTPOJb 3a COONIONEHHEM YCJOBHH HCIIONB30BAHMS CPEJCTB 3aIMTEl MHGbOPMALKH,
TpeIyCMOTPEHHBIX IKCIUTYaTAllMOHHON H TEXHUUYECKOH JJOKYMEHTALIMEH;
- ONHMCAHKE CHCTEMBI 3alIHTHI IEPCOHAIBHBIX JaHHBIX.
3.8. Cneuuduueckne TpeOOBaHMS K 3alIMTE€ MEPCOHAIBHBIX JAHHBIX B  OTAEIBHBIX
ABTOMATH3UPOBAHHBIX CHCTEMAaX YCTAHABJIMBAIOTCS MHCTPYKUHUSAMH IO MX HCIOJB30BaHUIO H
JKCIUTyaTalHH.
3.9. PaborHuxu mnozpazmenendii OO M JMIa, BHIIOJHSIOLIKE pabOTHl IO JAOrOBOpaM H
KOHTPAakKTaM, HMMEIOIMe OTHOIIEHHE K 00paboTKe MepCOHANbHBIX [AHHBIX, NOJKHEI OBITh
03HAaKOMJIEHBI ¢ IHCTpYKLMEH MO PACITUCKY.



