MyuuumnansHoe OrkeTHoe 00eodpazoBaTelibHOE YUPEKICHHE
«Cpennss o0ueobpasosaresibHas wkosa Nedy

«YTBEpIKIAIO»

Y «COILL Ned »

[Tonoxxenne
06 oGecneyennn 6e30NACHOCTH NEPCOHABLHBIX IAHHBIX IIPH MOMO
KpuirTorpaduyeckoii 3amurel HHGopmMannn

1.OBILUE ITOJIOKEHH S

1.1.  llenbto pa3paboTKW AAHHOrO TOJOXKEHHUS SIBJISETCS OMHCAHWE pabdOTHl CO
Cpencreamu  kpunrozautel  uHpopmauuu (CK3H), B cooTBETCTBHM ¢ JEHCTBYIOLIMM
3akoHosaTenbeTBOM  Poceuiickoit @enepaunu, no obs3arenbHOW 3alMThl MHDOpPMALMK €
OrpaHHUYEHHBIM JIOCTYIIOM, HE COJIEpKalleld CBeJIEHHH, COCTARISIONIMX rOCY/JapPCTBEHHYIO TaitHy
(mH(pPOBATBHBIX CPEICTB), MPH e¢ 00paboTKe, XpaHEHHH M Tepeiaye Mo KaHauam CBSI3H.

1.2, Hacrosimee [losnokenue onpejaenser NHopsoK oOpraHuzandd U oOecrneydeHus
byHKUMOHMpPOBaHUS WH(POBANBHBIX (KpUNTOrpaMuecKux) CpeAcTB, MpPEJAHa3HAYEHHBIX I
obecriedeHusi HE30MACHOCTH MEPCOHATILHBIX JIAHHBIX TpU WX 00paboTke B MH(OPMAIIMOHHBIX
cucTeMax nepcoHalbHbIX JaHHbIX B MBOY «COIIl Ned» (nanee - Oneparop).

1.3. Hacrosmee [lonoxenue paspaborano na ocnosanuu TpeboBanuit PenepanbHoOro
3akoHa Poccuiickoii ®enepauuu ot 27.07.2006 No 152-03 « O nepcoOHAIbHBIX JaHHBIXY,
Tunoesix TpedoBanuii @Ch o1 21.02.2008 Ne 149/6/6-622

2. OPTAHU3ALMA U OBECIIEYEHHE BE3OITACHOCTH OBPABOTKH C
UCITOJIb30BAHUEM HIH®POBAJIBHBIX (KPUTITOTPAOHUYECKHUX) CPEIACTB
NNEPCOHAJIbBHBIX JIAHHBIX

2.1. Kpunrorpaduueckue cpeacTBa J0JKHbI ObITb YCTAHOBJICHBI H BBEACHbLI B
IKCIIyaTAlMIO B COOTBETCTBUU € IKCIUTyaTalMed M TEXHUYECKOHW JIOKyMEHTAlMeH K 3TUM
CpeACTBaM.

2.2. Cnucok smn (nojib3oBaresieil), JIONYIICHHBIX K paboTe € KPHIITOCPEACTBAMM,
npeaHazHauyeHHpIMH  Julst  oOecriedyeHHss  O€30MAacHOCTH  MEPCOHAJLHBIX — JaHHBIX B
HH(POPMAIIMOHHBIX CUCTEMaX, OQOPMIISIOTCS JIOKyMeHTalbHO. [lepeunciienHble J0IKHOCTHBIE
JIMLA JIOJDKHEL TPOHTH 00yueHue no paboTe ¢ KpUIITOCPEICTBAMH.

2.3 Tlonb3oBaTeNin KPUITOCPEACTB 00s3aHbI:

He pasriamate WHGOpPMalnioo, K KOTOPOH OHHM JONYLUCHBI, B TOM YHCIIC CBCACHHSA O
KPUITOCPEACTBAX, KJIKOUYEBbIX JOKYMEHTAX K HUM M JIPYTHX MEpax 3allluThbl.

Cobmonate TpeboBanus K obecreuenuio ©Oe€30MacHOCTH IEPCOHANBHBIX JIaHHBIX,
TpeboBanus k obecnieuennio He30MacHOCTH KPHITTOCPE/ICTB H KJIIOUYEBBIX JJOKYMEHTOB K HHM.

Coo0marb O CTaBWIMX HM  HM3BECTHBIMH I[ONBITKAX I[OCTOPOHHHX JIHI[ MOJYy4aTh
cBeJieHHs 00 UCTIONB3YEeMBIX KPUIITOCPEACTBAX MITH KIIIOUYEBBIX JOKYMEHTAX K HUM.

Heme uleHHO yBeOMIISITH OnepaTopa o (akTax yTpaTbl MM HEJI0CTAUW KPUIITOCPE/ICTB,
KJIFOUEBBIX JIOKYMEHTaX K HHUM, KJIIOYeH OT MOMEIICHMI, XpaHWIMLIL, JIHYHBIX Ie4Yared u o
Apyrux (akrax, KOTOpble MOTYT MPHUBECTH K Pa3rIALICHHIO 3alUMIIACMbIX I[€PCOHAIBHBIX
JIAHHBIX.




Cnate KpHUNTOCpPEACTBA, IKCIUIYaTALMOHHYIO M TEXHHUYECKYIO JIOKYMEHTALMIO K HUM,
K/IIOYEBBIC JIOKYMCHTBI B COOTBETCTBHMM C [OPAIKOM, YCTAHOBJIEHHBIM HACTOSIIMMH
TpeGOBaHHHMH, ITPH YBOJIbHCHHH HJIH OTCTPAHEHHH OT HCIIOJIHECHH .

2.4. OneparopoM Ha3HayaeTcs OTBETCTBEHHBIH 3a JKCIUTYaTAlMIO KPHITOCPENCTB W3
YUCJIA ITATHBIX COTPYAHHMKOB, KOTOPBIA OCYLLECTBIISCT KOHTPOJb 3a COOMIOJEHHEM YCIOBHH
HCIIONIb30BAHHA  KPHITTOCPEJCTB, [PELYCMOTPEHHBIX JKCIIYATAIIHOHHON W TEXHHYECKON
JIOKYMCHTAIMEH K HUM.

2.5. OTBeTCTBEHHBIH MOJIBL30BATENb KPUNTOCPEACTB JOKEH WMMETh (DYHKIHOHAIBHBIE
00513aHHOCTH.

2.6.  OTBEeTCTBEHHBIX MOJIB30BATENIb KPUIITOCPEACTB 3aBOJAMT M BEICT HA KAXKIOro
TMOJIB30BATE/s KPUIITOCPE/ICTB JIMUEBOH CUET, B KOTOPOM PErHCTPHUPYET UHCISALIMXCH 32 HHUM
KPHIITOCPECTB, OAKCIUTYaTALMOHHYIO H  TEXHHYECKYIO JOKYMCHTALUMIO K HHM, KJIIOYCBBIC
JIOKYMEHTBI.

2.7. OTBeTCTBEHHBIH 00s3aH KOHTPOJIUPOBATh:

- Cobuto/1eHHE 110J1b30BATENIAMU KPUITTOCPE/ICTB KOH(DH/IEHIIMATILHOCTH TIPH 0BpalieHuu
CO CBEJICHHSIMH, KOTOpPbLIE MM JIOBEpPEHbl MJIH CTATH M3BECTHHI MO paboTe, B TOM YHCIE CO
CBEACHUAMH O (yHKUHOHMPOBAHMH M TOpsAKe obecreueHus OE3011aCHOCTH TPUMEHAEMbIX
KPHIITOCPE/CTB B KJIIOYEBLIX JJOKYMEHTAX K HHUM.

-TouHoe BBINOJHEHHE MOJIBL30BATENSIMH KPHIITOCPEACTB TpeboBaHuil K obecreyeHuro
0e30MacHOCTH MePCOHANLHBIX JTAHHBIX.

-Hazexnoe  XpaHenue  OKCIUIyaTallMOHHOM M TEXHMYECKOH JIOKYMEHTALlMH K
KPUITOCPEACTBAM,  KIIHOYEBBIX  JIOKYMEHTOB, HOCHTE/ICH HMH(OPMAUMM  OrpaHHYEHHOIO
pacrnpocTpaHeHUsi.

-CBOEBpeMEHHOE BBLIABJICHHE  [MONBITOK MOCTOPOHHHX JIMI [OJYYHTH CBEJICHHA O
3AIIUIIACMBIX TIEPCOHAIBLHBIX JIAHHBIX, 00 HCIMONAB3YeMbIX KPHNTOCPEACTBAX MM KITIOYEBBIX
JOKYMEHTAX K HUM.

-Hememiennoe npumenenre Mep 10 NPELyNpPexIEHUIO paspelieHus 3alliiaeMbiX
[EPCOHANILHBIX JIAHHBIX, @ TAK)Ke BO3MOIKHOCTEH UX YTEUKH MPH BHISBICHUH (PAKTOB YTPATHI MJIH
HEJIOCTA4YH KPHMTOCPE/ICTB, KJIIOYEBBIX JIOKYMEHTOB K HHM, YJIOCTOBEPEHHWH, MpPOMYCKOB,
KJIIOYEH OT MOMEUIEHHH, XpaHHInLLL, ceiidoB (MeTannuyeckux mkados), IMYHBIX evaTei u T.11.

2.8. Jluua, odopmiiennbie Ha paboTy B KauecTBE OTBETCTBEHHBLIX MOJIb30BaTesei
KPUIITOCPEJCTB, JOJDKHBI  OBITH  O3HAKOMJIEHBI € JOKYMEHTaMH, perjaMeHTHPYIOLIMMH
OpraHu3an{io | obecrieyeHne 0e30MaCHOCTH NEPCOHAIbHBIX JIAHHBIX NpH MX 00paboTke B
MH(DOPMALMOHHBIX CHCTEMAX, MO PACIUCKY M HECYT OTBETCTBEHHOCTh 3a HECOOJIOIEHUE UMK
Tpe0OBaHHii yKa3aHHBIX B COOTBETCTBHH C 3aKOHOAATENLCTBOM Poccuiickoit @enepaiyn.

2.9. [lepenaya TeXHUYECKHUM CPEJICTBAM CBSI3H CJIYKEOHBIX COOOLIEHHH OrpAaHHYEHHOTO
HO0CTYyIIa, KacarolllHXCs oOpranH3aiuHd H obecnieuenus (])yIIKLLHOIalOBaIlPlﬂ KPHIITOCPCICTRB,
yKa3zaHHbIe cO00MIEHHs HeOOXO0IMMO Nepe/1aBaTh TOJILKO C UCIIOIb30BAHMEM KPHUIITOCPEJICTB.
[lepenaua no TexHUUECKUM CPEACTBAM CBA3M KPUIITOK/IIOYEH HE JIONYCKAETCA, 38 MCKIIOUEHHEM
CTeNHANILHO OPraHU30BAHHBIX CUCTEM C JICLIEHTPATM30BAHHBIM CHA0KEHHUEM KPHITTOKTIOUAMH.

3. OPTAHU3ALMUA SKCIINTYATAIIMN CK3U
3.1. BBOJ B OKCILIYATALIHIO CK3H

3.1.1. Ha kaxuoe pabGouee mecto, ocHamenne CK3H. odopmisiercs akr o BBoxe B
okcnuryaraunio (Ilpuaokenne 2). AKT MOXKET XpaHUTBCS Y OTBETCTBEHHOTO IM0OJIb30BATEIIS
CK3H unu y nuua, oreetcTReHHOro 3a sxcnnyaranno CK3U.

3.1.2. OpraHuzanus HEHTPATH30BAHHOTO (KOJIWUECTBEHHOT0) MOAK3IEMILISPHOTO yyeTa
koMmnoneHToB CK3H ocyectBisieTcs mosib3zoBaresem.

3.1.3 CK3H, oxcrulyatauMoHHas W TEXHHYECKas  JOKYMEHTALMS  [OMJICIKUT
MOdK3eMIIApHOMY yueTy. Yuer Beaercs B Kypnane yuera. (IIpunoxenue 3).



Enununelt mojk3eMaspHOro yuera KJIHOYEBBIX JOKYMEHTOB CUMTAeTCsi KJIIOYEeBOH
HOCHTEJIb MHOIOKPATHOI'O MCIOJIb30BaHHs. EcCiM OAMH M TOT K€ KIKYEBOH HOCHTEb
MHOIOKPATHO MWCIHOJIL3YET JUlsl 3alUCH  KPUIITOK/IOYEH, TO ero  Kax/Jablid  pa3 cieayer
PEruCTPUPOBATEL OTIE/BHO.

3.1.4.Ilporpammunie CK3WM yudTHIBAIOTCS COBMECTHO C anmapaTHLIMH CpelCTBaMH, C
KOTOPBIMHU OCYLUECTBIACTCS UX WTATHOE (PYHKUHOHHUPOBAHKE.

Bee nonydennsie CK3HM, skcnyatallMOHHONH M TEXHUYECKOH TOKYMEHTAIMH K HUM,
KIIIOYEBBIX JOKYMEHTOB JIOJDKHBI OBbITh, BBIJAAHBI MO PACIMCKY B COOTBETCTBYIOILEM KYpHAJe
nosk3eMniaspHoro yuera nonn3oatenem CK3U, necymuM nepcoHanbHyIO OTBETCTBEHHOCTH 3a
MX COXPAHHOCTb.

3.1.5. Ecim akcnuyataioHHo# v TexHuyeckoi nokymenrannu B CK3U npeayemorpeno
IIPUMCHCHHC PA30BbLIX KJIDYECBLIX HOCHUTEJICH HIIK KPHIITOKIIFOYH BBOJUAT U XPaHAT (Ha BECH CPOK
X neiictBus) HenocpeactBenHo B CE3M, To Takoii pa3oBblif KIIIOYEBOH HOCHTENIbL HJIH
JJICKTPOHHAA 3allHChb  COOTBETCTBYIOLLEIO KPHOTOKIIOYA JO/KHBI  PErHCTPHPOBATHCA B
TeXHHYECKOM KypHasie (ITpunoxenue 4). BeAYIIEMCS HEINOCPEACTBEHHO OTBETCTBEHHBIM
nonb3oBarenem CK3UM. B texuuueckoM (anmnapatHom) KypHalie OTPaKalOT TakyKe JaHHble 00
skermyataudd  CK3WM  u sgpyrue  cmejenusi, npeaycMOTpeHHBIE JKCIUTYyaTallMOHHOH U
TEeXHUYECKOH JIokyMeHTalueH. B unpix ciayyasx rexuuueckuil ( annapartueiii) sxcypran na CK3U
HE 3aBOAMTCA ( €CJIM HET MPAMBIX YKa3aHWH O €ro BEJCHMM B IKCIIyaTaUHOHHOH HWIH
TexHuueckoi gokymenrauuu k CK3M).

3.1.6. Ilepegaua CK3HM, skcrnilyaTalHOHHOH M TEXHHUYECKOH JOKYMEHTALMH K HHUM,
KITIOUEBBIX JOKYMEHTOB JIOMyCKaeTcst Toabko Mexay monbsoparensmu CK3M no pacnucky B
COOTBETCTBYIOUIMX  JKypHajlax  MO3K3eMIsipHoro  yuera. Takas mnepegada  Mexny
nons3oBarensMu  CK3W nomina OBITH CAHKIMOHMPOBAHA OTBETCTBEHHLIM I10J1630BATENIEH
CK31.

3.2. BBIBO/1 U3 OKCIUVIYATAIIUH CK3H

3.2.1. Beigoa u3 skcrutyataind CK3HW odopmiisercs aktom (MpUITOKEHHE 5).

3.2.2. KmoueBble TOKYMEHTbI YHHUTOXKAIOTCS JIMOO MOJB30BATENISIMH KPHIITOCPEJCTB,
a00 OTBETCTBEHHBIM MOJIb30BATEIEM KPHNTOCPEJACTB MO/ PACIHCKY B COOTBETCTBYIOLIMX
KypHanax ModK3eMJIAPHOro yyera, a YHMUTOXKeHHEe O0bIoro oObeMa KIIH4eBbIX J0KYMEHTOB
mMoxkeT ObITh odopMileHO akToM. [IpH HTOM MNOJIB30BATENSIM KPHIITOCPEACTB  pazpeluaercs
YHHUTOXATh TOJILKO WCIOJIB30BAHHBIC HEMOCPEJICTBCHHO MMM (NpeHa3HAYEHHbIE UL HUX)
KpUNTOKIOYH, [locie YHHUYTOKEHHS MOJIB30BATE/IM KPHITOCPEACTB JOJDKHBI YBEIOMHTL 00
3TOM (TesnepOHOrpaMMOid, YCTHBIM CcOOOLIEHHEM 110 TejaepoHy H T.I.) OTBETCTBEHHOIO
TMOJIL30BATENSl KPUIITOCPE/CTB JUIS CHMCAHMS YHHYTOXKEHHBIX JOKYMEHTOB C MX JIMLEBBIX
CUETOB.

3.2.3. YHUYTONKCHHE 110 aKTy MPOHU3BOAUT KOMHCCHS B COCTABE HE MEHEE JIBYX HEJIOBEK
M3 4Mcla JIMIL, JONYLICHHBIX K I10JIb30BaHMIO KpunrtocpeacTB. B akte ykasbiBacTcs, 4TO
YHHHUTOXKAETCH U B KAKOM KOJIMYECTBE. B koHIle akTa UTOrOBasl 3aruch (1114(1)paM14 H l']p(‘)l'lPlelO)
0 KOJIHYECTBE HaHMEHOBAHHH H OK3CMIIAPOB YHHYTOMKCHHBIX KJ/IIOYEBBIX HOOKYMCHTOB,
MHCTAJUTMPYIOIIUX  KPUIITOCPEACTBA  HOCHTENICH, OIKCIJIYaTallMOHHOH W TEXHHYECKOH
JnokymeHTaluu. MenpapieHus B TeKCTe aKTa JIOJDKHBI ObITh OFOBOPEHBI M 3aBEPEHBI TOANUCIMHU
BCEX WIEHOB KOMMCCHHM, NPUHUMABIIMX YYacTHe B YHUYTOXEHHUH. O MpOBEICHHOM
YHHUYTOKEHHH €/Ial0TCA OTMETKH B COOTBETCTBYIOLIMX KYPHAJIAX MOIK3EMIIAPHOTO YUCTa,

3.2.4. YHHUYTOKCHUC KPHUIITOKIOYCH (MCXOAHOM Kit0ueBOi MHpOPMAIMH) MOKET
POU3BOAMTLCS MYTEM (DU3MUYECKONO0 YHUUTOMKEHHUS KIIHOUEBOI'O HOCUTENsS, HA KOTOPOM OHH
pacroyIOEHbl, WIH [MyTeM CTUpaHus (pa3pylleHHsi) KPUNTOKIIOYEH (MCXOJHOH KIIOYeBOM
HHopMaLnH) 0e3 NOBPEIKIICHHS KIIOUEBOr0 HOCHTES ) Ui 00ecreyeHuss BO3MOKHOCTH €ro
MHOI'OKpATHOI'O I'ICl'l(}J]b."}()B‘r.lHl/ISl).

3.2.5. KpunTokmoun (HCXOAHYIO KIIOYeBYI0 MH(POPMAIIUIO) CTUPAIOT [0 TEXHOJIOTHH,
NPUHATOH JUIl COOTBETCTBYIOLIHMX K/IOUEBLIX HOCHTEICH MHOIOKPaTHOIO HCIOJb30BaHHU



(nucker, xommakr-guckoB (CD-ROM). Data Key.Smart Card. Touch Memory u t.1m.)

Henocpeacteennble JOeHCTBHA MO  CTHPAHHIO KPUNTOK/IOYEH (HCXOQHOMH KJIKOUEBOMH
HH(pOpPMAIMK), & TaKikKe BO3MOKHBIC HCKIIOYCHHS NMPUMEHEHHE COOTBETCTBYIOUIMX KITFOYEBBIX
HOCUTENeH MHOI'OKPATHOIO  MCIOJIB30BAHUS  PErJIAMEHTUPYIOTCS  IKCIUIYATAUMOHHOH M

TeXHHYCCKOH JOKyMeHTalHen K cooTBeTcTByromuM CK3H, a Takxke ykazaHMsIMH OpraHu3alu,
NPOM3BOAMBLIEH 3aMHCh KPHITTOKIIIOUCH (MCXOMHOH KIIHO4eBOH MH(OPMALIHK).

3.2.6.  KimoyeBblc HOCHTEIM YHUYTOKAIOT MYTEM HAHECEHHs MM HEYCTPaHHMOIO
(pM3MYECKOTO TOBPEKIACHHS, HCKIIOYAIOLIEr0 BO3MOXKHOCTH MX HCHOJIB30BAHMSA, 4 TAKKe
BOCCTAHOBJICHHS Kmodell uupopmannu. HernocpeacTBeHHble ICHCTBHSA 110 YHHYTOKCHHIO
KOHKPETHOIO THIA KJ/IIOUYEBOTO HOCHTENS PerjamMeHTHPYIOTCS — JKCIUTyaTallHOHHOH H
TEXHHYCCKOH JokymeHTalmen Kk coorsercrytommm CK3HU, a takike ykazaHusiMU OpraHu3aiiyu,
TMPOM3BOAMBLIEN 3AIIUCh KPUIITOKIIOUYEH (MCXOIHOM KiIt0ueBOH HHpOpMaInK).

3.2.7. Hameuenunele k ynuuroskeHuio (ytunmsammu) CK3M nomnexar U3BATHIO U3
anmnapaTHeIX CpeACTB ¢ KOTOpbIMM OHM (yHkuuoHupoBanu. [Ipu stom CK3U cuurtaiorcs
H3BATBIMH W3 aNNapaTHbIX CPEICTB, €CIM MCIOJIHEHA MPEAYCMOTPEHHAs IKCILIYaTAllMOHHOW |
TeXHu4YeCcKoM JokymenTauvedn k CK3M npoueanypa ynanenuss mporpammuoro obecrneyeHus
CK3M u oHM MOTHOCTBIO OTCOEIMHEHBI OT aNapaTHbIX CPEJICTB.

3.2.8. Ilpuromnubie anst panbHEHIIEro WMCHOJIB30BAHHS Y3/l W JIETAIH anNmapaTHbIX
cpencTB 00MIEro Ha3HAYCHMs, HE MpeJHa3HAYCHHBIE CIEIMAllbHO IS alapaTHON peau3aliy
KpunTorpaguuecKux airopuT™MoB MK UHbIX (yHkuuii CK3H, a Takke coBMecTHO paboTaroliee
¢ CK3H obopynoBanue (MOHHTOPBI, MPHHTEPBI, CKAHEPBI, KJaBHATypa M T.II.) pa3pelaercs
HCrmob30Bath nocie ynuuroxenus CK3U Ge3 orpannyenuii. [lpu atom undopmalus, koTopas
MOXET OCTABATLCH B YCTPOHCTBAX NamsaTH 000py/10BaHUs (HanpuMep, B MPUHTEPAX, CKaHepax),
JOJIKHA OBITH HAJIEWKHO yjlajieHa (crepra).

3.2.9. Knouenrle JAOKYMEHTEI JIOJDDKHEI ObITH YHHYTOXXEHbI B CPOKH, YKa3aHHLIE B
IKCIUTYaTallHOHHOW M TEXHHYECKOH JoKymeHTauuu K coorsercTByromnm CK3M. Ecau cpok
YHHYTOXCHH ':)KCIIJI)/H'I":IHHOHHOFI H TEXHHYCCKOM I[(JK}/MCHTaLIPICﬁ HC YCTAHOBJIEH, TO
KJIHOYCBBIC JOKYMCHTDI J1OJIKHbI ObITh YHHYUTONKEHBI HE T[TO3ITHEC 10 CYTOK MOCJIE BBIBOJA HUX W3
JNEHCTBUS  (OKOHYAHWA  Ccpoka  JeHCTBHA). DakT  YHHUTONKEHUS opopmasiercss B
COOTBETCTBYIOUIMX IKYpHAJIAX [O0IK3EMIUIIPHOTO yuera. B 9TH JKe CpPOKH ¢ OTMETKOH B
TEXHHYECKOM IKypHAJIE€ MNOMIEKAT YHUUYTONKEHHMIO pa3oBble KIIOYEBBIE HOCHTENIM M paHee
BeefieHHas W Xpausmascs B CK3M uwau WHBIX JIOMONHUTENILHBIX YCTPOHCTBAX KIKOYERAS
HMH(POPMALUs, COOTBETCTBYIONIAA BLIBEJCHHBIM H3 JICHCTBHS KPHIITOKIIOYAMH; XPAHSIIHXCS B
Kpuntorpa@uuecky 3allMUICHHOM BHJE JIaHHBIC CJeAyeT mnepeimr(poBarh Ha HOBBIX
KPUNTOK/IHOYaXx.

3.2.10. PasoBble KJIIOYEBBIC HOCHTENIH, @ TaKXe OJJICKTPOHHBIE 3alMCH KJIKOYEBOH
HH(I)OpMaLlI/lH, COOTBQTCTByl()Hj.eﬁ BLIBCJCHHLIM H3 lI,Cl’ICTBHH KPHIITOKIIIOYaM, HECIMMOCPEACTBCHHO
B CK3M unu uMHBIX JOMOJHWTENBHBIX YCTPOWCTBAX YHHUTOKAIOTCS MMOJIBb30BATEIAMH ITHX
CK3M caMOCTOsTEIbHO 1101 PACIIHCKY B TEXHHYECKOM 3Ky pHAJIE.

3.3. KOHTPOJIb COBJIIOJAEHUS YCJAOBUH YKCIVIYATALIMU U
PABOTOCIIOCOBHOCTH CK3H

3.3.1. Kontpoar cobmonenuss ycenoruit ucnonsizoanus CK3U  ocymectuser
OTBETCTBEHHBIH 110/b30BaTeb CK3M, yCcTaHOBAECHHBIX A3KCIUYaTAMOHHOW W TEXHHYECKO#
nokymentauned k  CK3M, nactoswmm Tlonoxkenuem, a TakmKe HWHBIMH HOPMATHBHO -
METOIMYECKUMHU JIOKYMEHTAMHM 110 3KCIUIyaTall|H,

3.3.2.  OreercrBeHHblid  noawszoBatens CK3WM  rtakke ocymecTBiaseT KOHTPOJb
BBINOJIHEHUA TpeboBaHuit 1o obecneyeHuto 6e30nacHOCTH XpaHeHHst, 00pabOTKH U neperayu no
KaHajam cBs3d ¢ ucnoabzoBanneM CK3U kondunenunanbuoit uudopmanuu.

3.3.3. KonTposb MoxeT ObITh IJIAHOBBIM M BHEILIAHOBBIM.



Buenanoselit KOHTPOIIb OCYLUECTBIACTCS B C/IyHae yCTaHOBACHHUS (PAKTOB HAPYIUCHHS YCIOBHIH
oKciyataund v padorocnocodnoctn CK3H.

B xone koHTpois ouenuBaroTest:

- opranuszanus 0e30macHOCTH XpaHeHusl, 00pabOTKH M Mepefavyd Mo KaHalaM CBSA3H C
uenogab3oBanneM CK3U konduaenumanbioi nudopmainu;

-I0CTHTHYTbIH YPOBEHb Kpuntorpaguueckon 3aLIUTHI KOH(MIEHIIMAJIbHOM
HUHpOpMALIHH:

-ycioBHA uenosb3oBanus CK3HU,

33.4. Ilo pesynbratam xoutpons odopmusercs [Iporokon mnposepkn B IByX
OK3EMILIApax.

3.3.5. Cenenusi 0 koHTpoJie 3aHocstes B JypHain koHTposs coOMIONEHHS YCIOBHIA
oKcrutyaraunu u padorocnocodnoctn CK3H (ITpunoxenue 6).

3.3.6. Ecnu npu koHTposne oOHapyXKeHbl HEAOCTATKH, T jenaloTcs 3amucH B KypHai
3aMevuaHdi 1o pesyiabratam xoutposisa (Ilpunoxenue 7). Ha kaxkmoe 3ameuaHue HazHayaeTcs
JIMIO, OTBETCTBEHHOE 3@ €ro YCTPAHCHME, a TaKke cpok ycrpaHeHus. [lo pesynbratam paGorsl
HaJl 3amevanueMm, B XKypHaie 3amevaHuit 110 pe3ysiLTaTaM KOHTPOJIA JeJIaeTes 3aMich O cTaTyce
YCTpaHEHHUs 3aMEUaHusl, KOTopas 3aBepsieTcsl MOANNCKHIO JIMLA, OTBETCTBEHHOIO 33 YCTPaHEHHE
3aMevaHusl.

3.3.7. llonb3oBaten KPUMNTOCPEACTB 0O0S3aHbl MPUHATL MEPLl [0 YCTPAHEHHIO
BCKPBITLIX HEJOCTATKOB W BBINOJHEHUIO PEKOMEH/IAIMH, U3JI0KeHHBIX B XKypHane 3amevyaHuit
10 pe3yJibTartaM KOHTPOJIA.

3.3.8. Ecu B X0j1¢ KOHTPOJIS BRISIBJICHBI Cephe3tble Hapyuienus B okernyaraunn CK3U,
M3-3a Y€ro CTAHOBUTCH pPEalbHOH yTeuka KOH(HACHIMaIbHOW HH(OPMAIMHM, OTBETCTBEHHbIMH
nonpzoBarenb CK3M Bnpage jarte ykazanue o npekpatieHud ucnonssoBanus CK3U no
YCTpaHeHHs PUYHH BBISBICHHBIX HAPYLICHHI.

4. YCTAHOBKA CK3H U TPOT'PAMMHOT O OBECINEYEHHS HA IT9BM

4.1. YeranoBka u Hactpoiika obwecucteMHoro ,npukiaanoro 10 u 1ononHHTENBHEIX
cpeacts 3amuThl Ha [IDBM ¢ CK3HM npou3BoinTCs B COOTBETCTBUM C IIPaBUIIaMK YCTAHOBKY U
Hactpoitku CK3HU u [10, u3103eHHbIMU B 9KCIUIYaTAMOHHON M TEXHUUYECKOH JOKYMEHTALIHH.

4.2. VYcranoka CK3M ocyuiecTrasercs oTBeTCTBeHHBIM mnonb3opatenem CK3W winu
JIPYTHM NOJrOTOBJICHHBIM crielHanaucToM 1oj ero kourposieM. Jlo yeranosku CK3M nomkHbl
OBITH OCYILECTBIICHBI:

-npoBepka paboTocnocoOHOCTH TEXHHUYECKHX CPEJICTB M UX COOTBETCTBHS TpeGOBaHHUIM
TEXHUYECKOH M SKCIUIYaTAllMOHHON JTOKYMEHTALIUH;

-UCKJIIOYeHHe U3 coctaBa [1DBM Bee obopytoBaHue, KOTOPOE MOXKET CO3/1aBaTh yrpo3y
0e301acHOCTH;

-nipoepka OC Ha OTCYTCTBHE BUPYCOB,

-npoBepka M Hactpoiika OC B COOTBETCTBHH ¢ TpeOOBaHHAMM TEXHHYECKOH U
IKCIITyaTallHOHHO JIOKYMEeHTAlHK;

43. K ycranoske u nacrpoiike CK3U u 11O npempssnsiorcs cneayioummue obume
TpeboBaHuA:

-ycranapnuBaemoe [10 He JO/DKHO colepxkarh CpeiacTB pa3paboOTKH M OTJIAJIKH
MPUJIOKEHHH, @ TAKXKE CPEIACTB, MO3BOJIAIOUIMX OCYLIECTBHTH HECAHKIIHOHHPOBAHHBIH JIOCTYI K
CHCTEMHBIM pecypcam;

- ycranaBnauBaemoe [10 10/mkHO OBITH JIMIEH3MPOBAHHBIM;

- ycranapiauaemoe 110 u CK3HM, a rtakke aucku AN UX HMHCTAUISIHH JIOHKHO
noaABeprarncs HNEPHOJHYUCCKOMY KOHTPOJIIO HEJOCTHOCTH B COOTBETCTBHH C TEXHHYECKOH H
IKCIUTYaTAlMOHHOM JIOKYMEHTALIHK;

-ycraHapiuaemoe [10 J1I0JDKHO yCTaHABIMBATBCS COBMECTHO C aHTHBUPYCHBIM [10,
Oazbl KOTOpPOro JOJIJKHBI CBOCBPCMCHHO H PCF)/J'IFIPHO UGHOBJIHTIJCH;



-ycranaBnuBaemoe [10  He J0/KHO coaepikaTb  BO3MOMKHOCTEH, IMO3BOJISIOIIMX
MOIH(HIIMPOBATh CHCTEMHBIE pecypcbl (007acTH namsTH, NPOrpaMMHBIR KOJ), NepeaaBaTh
VIpaBjieHHWe  HECAHKIIMOHMPOBAHHBLIM  MOJNpOrpaMmamM,  MOBBINIATH  MPEJOCTABIECHHbIE
IIPHBHJICTHH, UCIIOJIL30BATL HEAOKYMEHTHpOBaHHbIe pazpaboTurkamMu Bo3mokHOCTH OC).

4.4. K OC, B cpene. kotopoit mnanupyercs ucnonnioBath CK3U, npenbsasnsiorcs
creyiomue obume TpeboBanus:

-Ha [19BM nomxHa ObITh  yCTAHOBIIEHA TONBKO OJIHA JHlleH3WpoBaHHas OC,
yiaosierBopsitoiasi  cucteMHbiM  TpebosanusiMm  CK3WM  (3anpewiaercs  ucnonb3oBarh
HECTaHJapTHBIC, N3MEHEHHBIE WIH OT1a/l04uHble Bepecuu OC);

-ynanennoe ynpasieHue OC aomkHO ObITh 3alpelieHo WM OrPaHHYEHO IYTEM
OTKJIIOYCHHA BCECX C.Ily)l(6, pPCATH3YIOMIHX JAaHHBIC MEXAHH3MBbI, HIIH MOYTEM HacTpOCK,
3anperaonmx GUILTPOB Ul MPOTOKOIOB H mopToB yaaienHoro ynpasnenus OC qis Beex
Y3JI0B, KPOME CHELHAIbHO BBIICJICHHBIX JUlSl 9THX LIEJICH;

-KaXKblil M0JIb30BaTEIIb A0JDKEH UMETh Ul BXo1a B OC CBOIO YUETHYIO 3aIMCh;

-JUIMHA NapoJisi yUeTHOMH 3anucH J10J1KHA ObITh HEe MeHee 6 CHMBOJIOB;

-ydeTHas 3alHCh U1l TOCTEBOTO BXO/a J0KHA OBITh OTKJIFOYCHA;

-nmpasoM yctaHoBkH M HacTpoiiku OC u CK3M pomxen obnamatb AIMHUHHCTpATOp
[IOBM;

-Bce Heucnonaszyemeie pecypesl OC M0MKHEBI OLITE OTKIIOUYEHB! (MTPOTOKOJIBI, CEPBUCH] U
T.I.);

-pexuMbl  GesonacHocTH, peannsoBadHbie B OC, aoiokHbl ObiTh  HACTPOCHBI Ha
MakCHMaJbHBIH YPOBEHb,

-BCEM TOJIL30BATE/IIM W rpynnam, 3apeructpuposaHHbiM B OC, mpaBa goctyna K
pecypcam JIOJDKHBI ObITh HazHauyeHbl B 00beme, HeOOXOAMMOM JUls BBIOJIHEHHS HMH CBOMX
00s3aHHOCTEH;

-pEryJISIPHO  JIOJDKHBI  YCTAHABJIMBATELCS  nakeThl  oOHOBjeHus OezonacHoctu  OC,
AHTUBUPYCHBIX 0a3;

-npu noaxmoucHun [1DBM ¢ CK3HM k ceram cpasu oOuiero nonp3oBaHHA JOIKHEBI
HCIIOJIb30BATbCs  [OTOJIHUTE/IbHBIE METOIBl M CPEACTBA 3aLUMTHI (HANpPUMEp: YCTaHOBKa
MEKCETEBbIX 2KpaHOB, opranu3auns VRN cereit u 1.11.) 1 j1p.

4.5. OtsercrBennnlit nonszoBatens CK3W pomken ocyumecTBisSTh MEPHOTHUECKHH
KOHTpPOJIb BBIMOJHEHHS YKa3aHHBIX TpeOoBaHWil, a Takxe TpeOOBaHWI, NPHUBEJIEHHBIX B
TCXHUYCCKOH M IKCIUIyaTallMOHHON JOKYMCHTALIMH.

4.6. He nonyckaercs:

-oOpabGareiBare Ha [IDBM, ocHawmennoit CK3M, wHpopmanuio, coaepxaiinymo
roCyIapCTBCHHYIO TakHY;

-OCYUIECTBATL HCCAHKIIMOHMPOBAHHOC M3MCHECHHC anmapaTHOH W OpOrpaMMHOH
koHpurypamuu [TIBM (B Tom uncrie HecankunonuposanHoe sekpoitue), CK3U, T10.

5. YCJIOBHSI PASMEIIEHUSI U OXPAHBI TOMEIEHUM, B KOTOPBIX
YCTAHOBJIEHbBI KPUIITOITPAOMYECKHE CPEJACTBA

5.1. Pasmewienue, crneuuanbHoe o0OpyLOBaHME, OXpaHa M OpraHu3alus pexuma B
NOMELIEHHUAX, [JI€ YCTAHOBIICHBI KPUIITOCPEICTBA WIIM XPAHATCS KJIKOUYEBLIE JIOKYMEHTBI K HHUM
(nasee - pEKMMHBIC [OMELICHHUA), JOJKHBI OOecrneynBaTh  COXPAHHOCTb [1E€PCOHAJIbHbBIX
JAHHBIX, KPUIITOCPEIACTB H KITHOYEBBLIX JOKYMCHTOB K HHUM.

5.2. Ilpu obopynoBaHHH PEKUMHBIX MTOMEUIECHHUH JIOJIXKHBI BBINOIHATECS TpeOOBaHUS K
pa3MENICHUIO, MOHTaXy KPHIITOCPEJICTB, a TAKXke APyroro o0opy/10Banus, (yHKIHOHHPYIOLIETO
C KPHITOCPEACTBAMH.

Hepe%cneHHb[e B HacTOALUEM JOKYMCHTC TpEﬁOBaHHﬁ K PEeXKHUMHBIM ITOMEIICHHAM
MOIyT HE HPEABLABIISITLES, €CJIH 2TO HpeaycMOTpeHO npaBHiiaMu MOJIb30BaAHH A
KpHnTocpeacTBamu, cornacopanneiMu ¢ MCh Pocenn.



5.3. PexxuMHble NOMELICHHs BBUIENSIOT C YUETOM Pa3sMepoB KOHTPOJIHMPYEMBIX 30H,
PErIaMCHTHPOBAHHBIX ~ JKCIUIYaTallHOHHOW M TeXHHYECKOMH JIOKyMeHTaumein K
KpurrocpeacTsam. [loMelenns J10mKHb HMETh NPOUHBIE JIBEPH € 3aMKaMH, FAPaHTHPYIOIMMH
HAQJIE)KHOE 3aKpLITHE NOMeIleHHs B Hepabouee Bpems. OKHA MOMELICHHH, PACIIONOKEHHBIX Ha
[ICPBOM HJIH NOCJICAHEM ITAXaX 3/IaHWH, a TaKKe OKHA, HAXOMALIMXCS OKOJIO IOMKapHBIX
JICCTHHULL KW JIpPYTHX MECT, OTKY/Ja BO3MOYKHO [IPOHUKHOBCHHE, B PCKHMHOE TIIOMCILICHHE
MOCTOPOHHUX JIHL, HEOOX0AMMO 000pYA0BATH METAUTMYECKMMH PELICTKAMH, MJIM CTABHIMH,
MM OXPAaHHOH  CHIHQJIM3AlMeH, WIM  JPYTMMH  CPEJICTBAMH,  MPENSTCTBYIOLIUMH
HEKOHTPOJIMPYEMOMY MIPOHUKHOBEHHIO B PEIKUMHOE IIOMELIEHHE.

5.4, PasMewenue, crenuanbHoe obopynoBanue, OxpaHa M OpraHus3alms pexuma B
TNMOMEHICHHAX JOJIKHBI HCKJIIIOUHTH BO3MOKHOCTb HCKOHTPOJIHPYEMOI'O IPOHHKHOBCHHA HJIH
MpeObIBaHKUA B HUX MOCTOPOHHHX JINIL, @ TAKIKE [POCMOTPA MOCTOPOHHUMH JIHLAMH BEYLIHXCS
TaMm paboT.

5.5. PexuM oXpaHbl MOMCIUCHHH, B TOM dYHCIE MpaBHia JONYCKa COTPYJAHHKOB M
noceTuTelied B pabouee Bpems, yCTAHABIMBAET OTBETCTBEHHbIH MOJIb30BATENb KPUIITOCPE/CTB
10 COIJIACOBAHUIO, MPH HEOOXOJIUMOCTH, ¢ ONEPATOPOM, B MOMELICHHAX KOTOPOIO YCTAHOBIEHBI
KPUITOCPE/ICTBA MM XPAaHATCH JOKYMEHTbl K HHMM. YCTAHOBJIEHHBIH pPEXHM JIOJDKEH
NpelyCMaTPHBATL MCPHOAHYCCKHH KOHTPOIIb 3a COCTOAHHEM TEXHHYECKHX CPEJICTB OXPaHBbI,
CCJIM TAKOBbBIE HMEIOTCH, & TAKIKE YYUThIBATH OJOMKEHUs HAcTOsIIKMX TpeGoBaHmii.

5.6.JlBepu criennoMeneHHi 10KHBI OBITH MOCTOSHHO 3aKPHITHI HA 3aMOK M MOTYT
OTKPLIBATBCSH TOJIBKO J1J1s1 CAHKILTHOHHPOBAHHOIO Npoxojaa COTpYJAHHKOB U nocerureneit. Kmoun
OT BXOJAHBIX JIBeped HYMEpPYIOT, YUHTBIBAIOT H BbLIJAIOT COTPYAHHKaM, HMEIOLIHM IPaBoO
JI0NyCKa B PEAHMHBIC MOMEILCHHUS, MO PACIIMCKy B JKypHase ydera xpaHunuil. JlyOnukarsl
KIIIOYeH BXOJHBIX JBEpel TaKMX IIOMELICHHH CleyeT XpaHuTh B ceiie omnepatopa MM
OTBETCTBEHHOIO I0JIL30BATE/A KPHIITOCPEACTBAMH.

5.7. Jlns npeloTBpalieHus MPOCMOTPA H3BHE PEIKUMHBIX MOMEIIEHHH HX OKHA JOJKHBI
ObITH 3alIMILICHBI.

5.8.Pexxumuble NOMEIICHHUS, KaK [PaBUJIO, JOJDKHBI OBITL OCHAIIEHBl OXPaHHOM
CUTHANMM3alMeH, CBA3aHHONH €O Ciy:k00H OXpaHbl 3aHUS WIH JEKYPHBIM 10 OpraHH3allv.
HMenpasnocts  cHrHanusanui  EpHOAMYCCKH  HEOOXOAMMO — IIPOBEPHTH  OTBETCTBEHHOMY
NI0JIL30BATEJIIO KPHIITOCPEACTB COBMECTHO C MPEJICTABUTENEM CITYHKOBI OXPaHbBI MU JISKYPHBIM
[0 OpraHu3alM ¢ OTMETKOH B COOTBETCTBYIOLMX KYpHAIax.

5.9. Jlna XxpaneHus KJIHOUYEBBIX JOKYMEHTOB, JKCILIYaTallHOHHON H TEXHHUYECKOH
JAOKYMCHTAIMH, HHCTAUIHPYIOWMX KPUIITOCPEACTBA HOCHTEIICH J0KHO OBITH NPE/lyCMOTPEHO
HEOOXOAMMOE YHCI0 HAJICKHBIX METAUIHYECKHX XPAHWIUIL, O00OPYIOBAHHLIX BHYTPEHHHUMH
3aMKaMHU C JIByMsl SK3EMIUISIPAMU KJIIOUEH W KOJOBBIMH 3aMKaMH HJIM MPUCTIOCODJIEHUSMH ISt
OMeYaThIBAHHS 3aMOUHBLIX CKBaXuH. OIMH OSK3eMIUIAp KIOYa OT XPaHHWJIHIIA JOJKEH
HAXOJIHTHCS Y COTPYAHHMKA, OTBETCTBEHHOIO 3a XpaHuiuiue. JyOaukarsl Kiodeil oT XxpaHuiumg
COTPYIHHKH XPaHAT B ceiie OTBETCTBEHHOIO NOJIb30BaTE/s KpuirocpeacTs. JlyOmuKar Kioua
OT XpaHWJIMINA OTBETCTBEHHOrO MOJL30BATENS KPHITOCPEJACTB B OMEUATAHHON yMaKoBKe
J0JKeH OBITh Nepe/ial Ha XpaHeHHe ONepaTopy Mo PACHCKY B COOTBETCTBYIOLIEM KypHAJIE.

5.10. 1o okoHuYaHHH PabOYero JAHA PEKUMHOE IIOMELIEHME M YCTAHOBJIEHHBIE B
HEM XpaHWuJMia JA0JZKHbI OBITh 3aKpPbITHI, XpaHHWJIMlla ollcYyaTaHbl. HaXOJIHILlHCCSI B
NONL30BAHMM KIIIOYHM OT XPaHWJIHUIL JOJKHBI OBITh CJIlaHbl [0 PACHUCKY B COOTBETCTBYIOIIEM
KypHane  OTBETCTBEHHOMY  [OJIL30BATEIIO  KPHUNTOCPEACTB — HIH  YNOJHOMOYEHHOMY
(IeXKypHOMY), KOTOpbIE XPaHAT HTH KIOYH B JIMYHOM MJIM  CHELUHMAIBHO BbIACIEHHOM
XpaHUIIHILE.

5.11. Knroun OT peskMMHBIX  NOMELUEHHH, a TakkKe K4 OT XpaHWJIHIIA, B
KOTOPOM HaxOoIATCS KIIOYM OT BCEX JIPYTHX XPaHWIMIL PEeKUMHOTO [OMEINEeHHs, B
onevYartaHHOM BHJIC JTOJIFKHBI 651'1‘1) ClaHbI 1104 pacCIIMCKY B COOTBCTCTBYHOLIEM KYPHAJIC Cle}KGbI
OXpaHbl WJIH JCIKYPHOMY 110 OpraHu3alMy OJHOBPEMEHHO C NEpeaayeil Mo oXpaHy caMHX



PEXRHUMHBIX nomereHui. IleyaTu, npeanasHayeHHble 118 ONevaTbIBAHUS XPAHWIMII, JOJKHBI
HAaXOAMUTELCA Y MOJIb30BaTENEH KPUIITOCPEACTB, OTBETCTBEHHBIX 3a 3TH XPAHHJIHLIA.

5.12. Ilpu yrpare kiioua OT XpaHWIIMIIA UM OT BXOJHOM JIBEPH B PEXHMHOE
MOMEIIECHHE 3aMOK HEOOXO0/IMMO 3aMEHUTH WIIM MepelaTh €ro CeKpeT C U3rOTOBJIEHHEM K HEMY
HOBBIX KJIHOUEH ¢ JOKYMEHTaNbHbIM oopmieHreM. Ecnu 3aMOK OT XpaHWIHINA mepejenarh
HEBO3ZMOXKHO, TO TAKOC XPaHUIMIIE HEOOXO0JMMO 3aMeHHTh. [lopsIoK XpaHeHHs KIIHOYEBBIX H
APYruX JAOKYMEHTOB B XPaHHWJIMLIE, OT KOTOPOrO YTpayeH KJ04, J10 H3MEHEeHHs CeKpeTa 3amKa
YCTaHABJIMBACT ONEPATOP MJIM OTBETCTBEHHBIH M0JIL30BATE/H KPUIITOCPE/ICTB.

5.13. B OOBIYHBIX YCIOBHSIX PEKHMHBbIE ITOMEIIEHHS, HAXOJAIIMECH, 4 HUX
OnevaTaHHble XPAHUIMIIA MOTYT OBITh BCKPBITHI TOJNIBKO MOJIB30BATENISAMH KPUIITOCPEICTB,
OTBETCTBECHHBIM [10JIL30BATEIICM KPHIITOCPEACTB HIIH ONIEPATOPOM.

[Ipn obHapy>eHUM TNPU3HAKOB, YKa3bIBAIOIMX HA BO3MOXKHOE HECAHKIMOHHPOBAHHOE
NPOHHUKHOBEHHE B 3TH MOMELUCHHS M XPAHHIIMIIA MOCTOPOHHUX JIMII, O CAYUHBIIEMCS JOTKHO
OBITH HEME/TIEHHO COODIIEHO OTBETCTBEHHOMY IMOJI30BATENO KPUIITOCPEJICTR HIIM ONIEpaTopy.
IpuObIBUIMA OTBETCTBEHHBIH 10JIb30BATENb KPUITOCPEACTB J0J/DKEH OLEHHThL BO3MOKHOCTD
KOMIIPOMETALlMH XPaHALUIMXCS KIIOYEBBIX U JIPYTHX JIOKYMEHTOB, COCTABHTh aKT M NIPUHATH, M1PH
HEOOXOMMOCTH, MEPBI K JIOKQIM3AIl[MH MOCIEACTBUM KOMIPOMETAIMH MEPCOHANBHBIX IaHHBIX U
K 3aMEHE CKOMIIPOMETHPOBAHHBIX KPUIITOKIIOUEH.

5.14.  PasmemieHue M MOHT@X KPHMIITOCPEACTB, @ TaKKe JAPYroro o0OpyaoBaHMs,
(DyHKLUHMOHHPYIOLIETO € KPUNTOCPEJACTBAMH , B PEIKUMHBIX TOMENIEHHSX JIONKHBI CBECTH K
MHHUMYMY BO3MOXHOCTb HEKOHTPOJIMPYEMOIO JIOCTYIA [OCTOPOHHUX JIMI K YKA3aHHBIM
cpenctBaMm. TexHuyeckoe oO0cnykHBaHHE Takoro oOOpPYJIOBAHMS W CMEHA KPHITTOKITIOUEH
OCYLICCTB/IACTCSA B OTCYTCTBHH JIHLL, HE IONMYLICHHBIX K paboTe ¢ JIaHHBIMU KPHITTOCPE/ICTBAMH,

Ha Bpemst oTcyrcrBHs 110/1b30BaTe/ICH KPHITOCPEICTB YKa3aHHOE 000pYyJI0BaHHE, NPH
HAJTHUHH TEXHHYECKOH BO3MOMKHOCTH, JOJIKHO OBITh BLIKIIOYEHO, OTK/IIOYEHO OT JIMHHH CBSI3H
M yOpaHo B oneuataHHbple XpaHHIMIIA. B NOpoTHBHOM cjiy4yae, MO COTJIACOBAHHIO C
OTBETCTBEHHbBIM 110J1b30BATENIEM KPHUIITOCPECTB, HEe0OX0IMMO MPeLyCMOTPETh
OpPraHU3aLHUOHHO-TEXHUYECKHE  MEPbl,  MCKIIIOYAIOLIME  BO3MOKHOCTH  HMCIOJb30BAHHUSA
KPUIITOCPEACTB MOCTOPOHHUMH JIMIIAMH.



[Ipunoskenue 1

COKPAILEHHS U OBO3HAYEHMUS

HCJ1 - HecankunoHHUpOBaHHBIH T0cTYyN

OC - OnepauuonHas cucremMa

[IK - TlepcoHanbHblit KOMIBIOTED

[10 — Tlporpammuoe obecrieyenue

CK3M - Cpencro kpunrorpadguueckoii 3amuTsl HHOpPMAIHH
TC - Texunyeckue cpejicTpa

OUIT - Dnexrponnas uudpoBas noanucy

OcHOBHBIE TEPMHHBI H ONIpe1eIeHHS
bnaokuposanne nepcoHANBHBIX JAaHHBIX —  BPEMCHHOC  MpekpaiueHue  obpaboTkw
NEPCOHANILHBIX  JIAHHBIX (3@ MCK/IIOYEHHEM ciydaeB, ecad oOpaborka neoOXoauma Juis
YTOYHEHHS TIEPCOHAJIBHBIX JIAHHbIX ),
Hocryn k undopmanun - BO3MOKHOCTH 110J1yHEHHsI HHPOPMALIMK U €€ UCTIOJIb30BaHHS.
Hudopmaunonnasi cucremMa nepcoHaJbHBIX IAHHBIX - COBOKYITHOCTB COZlEpianus B Oazax
JAHHBIX MNEPCOHAJILHBIX JIAHHbLIX H OﬁL‘CHC'—IHBﬂlOU—lHX HX 06]32160'['1()/ HH(])OpMalIl/IOHHle
TEXHOJIOTHH M TeXHHYECKHX CpEICTB.
KonTposmpyemas 30Ha — NpOCTPAHCTBO, B MpeJesiax KOTOPOro OCYIIECTBISETCS KOHTPOIb 3a
npeOBLIBAHUAMM M JICHCTBHSIMU JIMLL M (HJIH) TPAHCIIOPTHBIX CPEJICTB.
I'panuieii KOHTpOJIMpYeMOH 30HBL,  MOXKeT ObIThb: HPUMEP OXpaHSeMOHl  TEepPUTOPHU
HPEIPUATHS (YUPEIKACHH), OIPAK/IAIOIIME KOHCTPYKIIMM OXPAHIEMOI0 3/IaHHMs, OXpaHsieMO#
YaCTH 3/1aHHA, BBIJICJIEHHOTO MTOMEIIICHHS.
KonpuaeHuuaibHoCTh NEPCOHANBLHBIX JAHHBIX - oOsi3aresibHOe  Juls  coOIIO/IeHUS
OMepaTopoOM HJIH HHBIM TMOJIYUHBIIMM JIOCTYIT K NEPCOHATLHBIM JaHHBIM JIMIIOM TpeboBaHHe He
JIONyCKaTh UX pacnpocTpaHeHus Oe3 cornacus cyObekTa MepcoHaNbHbBIX TaHHBIX MIH HATUYHUA
HHOTI'0 3aKOHHOI'O0 OCHOBaHH4.
KpunrocpecrBo - wmu@ppoBaibHoe (Kpuiitorpapuyeckue) cpejicTBO, MpeJHa3sHaYeHHOE IS
3aIMTLl HHQOPMALHH, HE COACPAKALLCH CBCACHHI, COCTABJIAIOUIMX IOCY/IapCTBCHHYIO Taiiny. B
4acTH, K KPUIITOCPEACTBAM OTHOCSTCS CPEACTBA KPUNITOrpaduyeckoi 3ainTbl HH(pOpMaLKUH
( CK3M) - wudpoBaibhbie (kpunrorpaduedeckue) - cpejacTtBa 3auMThl MHGOpManuun ¢
OrpaHHYCHHBIM JIOCTYIIOM, He cojepiKaulell CBeleHHI, COCTABIBSIIOLHX  TOCYJapCTBEHHYIO
TaiHy.
O6paboTka nepcoHaIbHBIX AAHHBIX - JICHCTBUS (ONEpaliu) ¢ MEePCOHAIBLHBIMHM JaHHBIMH,
BKJIIOYas cOOp, CHCTEMAaTH3allMIO, HaKOIJIeHHe, XpaHeHWe, yTouHeHue (oOHOBIEHHE,
M3MEHEHHUE), HCIOJIb30BAHUE, pacHpocTpaHeHHe (B TOM 4Mcie nepejady), obe3lMuuBaHue,
O10KHpOBaHHE, YHHYTOMKEHHE IIEPCOHAIBHBIX JaHHbIX.
O6menocTrynubie  nepcoHaJbHbIE IAHHBIE - MEPCOHAIbHBIE  JIAHHBIE,  JOCTYN
HEOrPAHWYEHHOT0 Kpyra JIMIL MPeJIOCTARIEH ¢ coryacus cyOneKTa nepcoHalNbHbIX JJAHHBIX WIIH
Ha KOTOpbIE, B COOTBETCTBHH ¢ (pejlepaibHbIMKM 3aKOHAMH, HE pacnpocrpaHsercs TpeboBaHue
coOocHUA KOH(DHACHMAILHOCTH,
Omnepartop - rocyJapcTBeHHbIH OpraH, MyHHIMNAILHBIA OpraH, IOpHAHYecKoe H (QU3HUYECKOe
JMIO, CAMOCTOATENBHO WJIM COBMECTHO € JIPYTUMH JIMIIaMH  OpraHu3ymooume W (Min)
OCYIIECTRIISIIOIIHE  00pabOTKY MNEepcOHANLHBIX JIAHHBIX, @ Takke Olpeje/sioume el
00paboTKH MEepPCOHANIBHBIX JaHHBIX, COCTAB MEPCOHATBHBIX JAHHBIX, MOIEKAIIUX 00padoTke,
AeHCTBHUS (Onepanum), CoBeplaemMble ¢ NEPCOHATbHBIMHU JIAHHBIMH.
Ilepconanbupie nannbie (ILJIn)- modas wndopmaiins otHocsascs K NpsIMO HIH KOCBEHHO
Onpe/ie/IeHHOMY HITH orpe/ieniseMoMy (usuueckoMy auiy ( cyObeKTy nepcoHaNbHbIX JAHHBIX).
[Tosib3oBaTe/ib — JIMLO. Y4aCTBYIOLIEE B JKCIUIyaTallMd KPUNTOCPEACTA WMIIM HCHOJb3YIOLICE
pe3yNbTaThl €ro (PYHKLUHOHHPOBAHHSI.



Pacnpegenenne mepcoHANbHBIX JIAHHBIX-  JICHCTBHS, HampaBJeHHBIE Ha  repeaavyy
IEPCOHAIbHBIX JIdHHBIX ONPEAEICHHOMY KPYry JIMLL (1lepeiaya NepcoHaIbHbIX JaHHbIX) WM Ha
03HAKOMJIEHHE C [IE€PCOHAJIbHBIMU JIAHHBIMH HEOIPAHUYEHHOI0 Kpyra JMll, B TOM YHUCle
00HapOIOBaHHBIE MEPCOHATLHLIX AAHHBIX B CPEACTBAX MacCOBOH MH(OpMALHH, pazMelleHHE B
HHPOPMAITMOHHO-TEJIEKOMMYHHKALIMOHHBIX ~ CETSAX  HIIH npefocTaBlieHHe  JoCTynma K
IIEPCOHAILHBIM JIAHHBIM KaKUX-/TM00 HHBIM CI1OCODOM.

PeskuMHubBIE MOMEMEHUA-TIOMCIICHHA, € YCTAHOBJICHBI KPHIITOCPEACTBA HIIH XPaHATCA
KJTIOYEBBIC JIOKYMEHTBI K HUM.

Cpencrso 3amurbl HHGoOpMAINKM - TEXHHYECKOE, IPOIPAMMHOE CPEJICTBO, BELIECTBO W (HJIH)
MaTepHall, NpeHa3HAuCHHBIC HIIM UCIIOJIb3YEMbIE LIS 3aLUMThl HHpOpMALIUH.

[Hudpposanbhbie (kpunrorpaduueckue) — KPUNTOCPEICTBA CPE/ICTRA:

a) cpedctea — mmMdpoBanbHBIE - annapaTtHbie, MPOrpaMMHBIE W aANNapaTHO—IIPOrpaMMHEIE
CPEICTBA, CHCTEMA M KOMIUICKChl, PEATM3YIOUIME AIrOPUTMBl  KPHMNTOTpaduyeckoro
npeoOpa3zoBaHus MHPOPMALIMM M TIPE/IHA3HAYEHHbBIE JUISL 3allMThl HHGOPMAIIMK NPH Nepeaaye
110 KaHajlaM CBSI3U W (MJIM) JUTS 3aIMThl HH(QOPMAIIMK OT HECAHKIIMOHUPOBAHHOIO JIOCTYIIA [IPH
ee 00paboTKe U XpaHCHHH;

0) cpeacTBa MMHTO3ALIMTEI - AlIapaTHbIC, IPOrPAMMHbBIC M alnapaTHO-IPOrpaMMHBIE CPEACTBA,
CHCTEMA M KOMIUICKCHI, pPEalM3yIOlIMe alropuT™Mbl Kpunrorpaduueckoro mnpeobpazoBaHus
MH(pOpMAIIMK U NTpe/IHa3HAYEHHBIE JUIS 3aIMTH OT HABS3LIBAHUS JIOKHOM HH(POpPMAIIUH;

B) CpeACTBa YIEKTPOHHOH UMPPOBOH MOANMCH — annaparHble, NporpaMMHbIE M annaparHo -
NporpaMMHbIE CPE/ICTBA, OOCCIEUHBAIOUINE HA OCHOBE KpHNTOrpadHueckux npeodpazoBaHuii
peann3aunio Xorst Obl 0JIHOH M3 craeayrommx (QyHKUHH: CO3aHue MIEKTPOHHOH UU(ppOBOH
MOJMMCH €  MCMOJB30BAHMEM  3aKPBITOr0  KJIHOUa  ANEKTPOHHOW HHMGMPOBOH  MOAMUCH,
MOJATBEPIKACHHE € HCIOJIB30BAHHEM OTPLITOrO KIKOYa NIEKTPOHHOH uudpoBoH noanucH
MOTHHHOCTH JJICKTPOHHOH HH(PPOBOH MOAMUCH, CO3JIAHHE 3aKPBITBIX H OTKPBITBIX KIIOUEH
IEKTPOHHOU IHPPORBOI 3aNHCH:

) CpENCTBA KOJAMPOBAHUS — CPEJICTBA, PEATH3YIONHE AallrOPUTMBI KPHUMTOrpaduyeckoro
npeobpazoBaHus MHPOPMALKMKH C BBINOJHEHHEM 4YacTH I[peoOpa3oBaHUs IIYTEM PYUHbIX
ONEpalril UK C MCII0JIb30BAHMEM aBTOMATH3MPOBAHHBIX CPE/ACTB Ha OCHOBE TAKHUX OINEpaLuii;
1) CPEJICTBA U3rOTOBJICHMS KJIIOUEBBIX JIOKYMEHTOB ( HE3aBHCHUMO O BMJIa HOCHTEIS KJIHOYEBOH
HH(pOPMALIHHK);

€) KIIOYEBBIC JIOKYMEHTBI (HE3aBHCHMO OT BH/Ia HOCHTEIIS KIIOYeBOH uH(popmaliin).



[Ipunoxenune 2

AKT
BBo/1a CK3H B skenayaraunio

« » 20 .

Komuccus B cocrase npejceaaress KOMHCCHH
, YICHOB KOMUCCHH

M OTBETCTBEHHOI0 nojs3oBarens CK3U COCTaBMJIH
akT 0 TOM, 4T0 (HaumeHosBanue CK3M) ycranosnen B
no aupecy B
noMereHun Ne . B COOTBCTCTBHM € DKCIUIYaTallMOHHO-TEXHHYCCKOH NOKYMEHTalUHeH u

BBEJICH B IKCIUTyaTaLHIO.
Cocras (naumenopanue CK3U):
Cucremuslii 6110k No
ITporpamMMHBIi KOMILIEKC:

(Hanmenosanue CK3HM) Bepcus cbopka
Bepcus onepalimOHHON CHCTEMBI:
Jlononuurensno yeranosiennoe [10 (antusupycuoe 110, Ipokeu-cepsep, [10 mns ynanennoro
a/IMMHUCTPHPOBAHUA H T. 11):
JlonosinuTesbHO ycTaHoBIeHHOE 00opy/loBaHKHe (HaMMEHOBaHKE, Ha3HAYEHHE, CEPHMHBIA HOMED
U T.J.)

[Ipeacenareiib KOMHCCHU:

(JTOJIKHOCTB) (d.1.0.) (moanuce)

YieHbl KOMUCCHU:

(JIOJKHOCTD) (©.1.0.) (moamuch)

(LOJIKHOCTD) (®.H1.0.) (moanuce)



[Ipunosxenue 3

No | HaumeHnoBaHue CepuiiHble Homepa OrmeTka o | OrmeTka 0 Bbijaue
CK3H, Homepa  CK3H | sksemnnsipo | nonyuerun
IKCIUIYATAUWOHHO | SKCIUTYTALMOHHO | B KJIFOUEBbIX
H M TexHW4eckoii | i u TexHHueckol | 1oKymeHTOB | ot  koro | Jlata OHO JHata 7
NOKYMEHTAUMH K | HOKYMEHTALUMKH K nofyue- HOoMep nojb3oBaTe | pacrnucka B
HHUM,  KJIIOYEBBIX | HHM, HOMEpa Hbl conposoi | na CK3M1 nonyyeHuu
JNOKYMEHTOB CepHI KIIOUEeBbIX UTeILHOT
JIOKYMEHTOB 0 nucbMa
1 o 3 4 5 6 i
|
Ormetka o noakatouennn (yeranorke) CK3U Otmetka 006  u3bstin  CK3HM w3 HpuMeanHe
annapaTHbiX  CPEICTB,  YHHUYTOXKEHHH
KJTIO4EH JJOKYMEHTOB
$.H1.0. Harta Homepa Hara $.H.0. Homep akrta
COTPYAHUKOB MOAKJIOUCHUSA | aNnapaTHLIX | W3BATHA | COTPYAHHKO | MM
opraHa Cpe.acTs, B | cpeacts, B | (YHM4TO- | B opraHa | pacnucka o0
KpunTorauueckoii | KoTopie KOTOpbIE KEHH) KpHNTO- YHHUTONKE-
3ALLMTHI YCTAHOBJIEHbl | YCTAHOBJIEHbI rapuueckoil | Huu
1oJib30BaTessn WK K | Wiu K 3aLUNTBI
CK3H, KOTOPbIM KOTOPbIM noib3oBares
MPOH3BOAMBLUNX MOAK/IOYEHbl | NOAKIIOUEHDI A CK3H,
NOAKJIOYEHHE CK3H CK3H NPOU3BO/IMB
(ycraHoBky) WX
H3IBATHE
(yHunuro-
KeHue)
8 9 10 11 12 13 14




[Ipunoxenue 4

No | JTara Tun u 3anuce 00 Mcenonesyembie kpUNTOKIIOUH orMerka 00 npume
2 perucrtpa- | obcnyxusaH YHHUTOXKEHHH HaHHe
UHOHHBIE | HW KPHIITO- — (cTHpainy)
HOMepa CpPeCTB Tun Cepuiin | Homep aara [Moanucb
KJIOYEBOT0 bIH pazoBoro roJik30BaTe
JIOKYMEHTA KpUnTor | kiaou4e- 78l KPUITO-
pauuec | Boro cpeacTsam
KHH HOCHTEA H
HOMEP M | MJIM 30HBI
HOMEp KPHIITO-
IK3EMILT | CPe/CTH, B
Apa KOTOpYIO
KIIOUEB | BBEJEHBI
oro KPUITO-
JIOKYME | KJIHOYH
HTA
1 | & 3 4 5 6 7 8 9 10




[Tpunoxenus

AKT
BbiBoaa CK3HM w3 ykenayaranmio
« » 20 L
Komuccus B COCTaBe npeaceaareisi KOMMCCUHH
. YWICHOB KOMHCCHH
M OTBETCTBEHHOTrO nojb3osatens CK3U u
0 TOM,  HTO ycranonennbiii  (Haumenosanwe  CK3M) nmo  ampecy

B TIOMCHICHHUH

No . BBIBEJICH M3 IKCIIyaTalHH.

Cocras (HaumeHoBanue CK3U):

Cucremublii 6510k No

ITporpammHuBIi KOMILIEKC:

(naumenoBanue CK3W) Bepeus cbopka

l'lpeﬂceﬂa'renb KOMHCCHH:

(J10JOKHOCTD) (P.N.0.) (moamuce)

UJieHbl KOMHCCHH:

(1omKHOCTD) ®.1.0.) (moanuce)

(10JDKHOCTB) (P.1.0.) (moamuce,)



[Ipunoxenue 6

KypHan koHTpons cobmoieH s YCIOBHI dKCITyaTanuu U pabotocnocobroct CK3U

Ne | Bun koutpons | [lata OUO Pesynbrar [Moanues | IMoanuce | Ne npu
(nnaHoBBbIif) KOHTPOJIA | KOHTPOJHPYIO | KOHTpons (6e3 KOHTpO- OTBETCT- | NPOTO- | Me-
BHEIIAHOBBI - -Lero 3amMeuaHuii/ ¢ JIUpyIo- BEHHOTr0 | Koja ua-
npUYHHa) 3aMevaHusIMu - Ne | wero OpraHu- HUe

3amevaHunii no
Kypnany
samMeyaHmii)

3alUMH




[Ipunoxenue 7

Kypnau zameqannii no pesyjbraram KouTpoJs (uct 1)

Ne Conepwxa- | OTBeTCTBEHHbII JaTa Cpok Cratyc | lNloanuce [Moanuce [Tpumeu
3ame HHE no 3aMeyYaHusIm jamMeya- YCTpaHe- 3aMeya OTBETCT- OTBETCTBEHHO aHue
ya- 3aMcyaHHA HHA HHA -HUA BCHHOI'O ro
HUA 3aMeva- Mob30BaTeNs
HHA CK3H
JIuer perucrpanuu usmMenenunii (Jiucr 2)
NeNe | Jlara Buecenus usmenenuii | Haumenosanue NoNo [Toanucek nuua,
n/n JOKYMCECHTA, 3dMECHEHHBIX BHECIIIETO
(huKcHpyrOIEro | (MCIpaBlIEHHBIX) H3MEHEHUS
M3MEHEHH JILICTOB

=l —




Jluer oznakomaenus ¢ HODQHKOM odecreyeHus

0€30MaCHOCTH NEPCOHANLHBIX JAHHBIX IIPH OMOIIM KPHIITOCPEACTB

/i

J1OKHOCTE

DaMuIus, HHULMAIBI

IToanuce, nara
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